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Agenda

• Process Improvements
• Securing your Role
• Separation of Duties
• Third Party Payments
• Audits
• Card Fraud
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Process Improvement

How to improve your process…

• Roles (From PA, Supervisor, & Fiscal perspectives)
• Online Reconciliation including receipts imaging
• Spot auditing
• Payment Center
• Accountability
• Examples
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Works® configurable workflow

Works® configurable workflow
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Uploading receipt images

Uploading receipts into Works:

1. Once enrolled in the program, a cardholder logs into 
Works.

2. The cardholder selects the transaction, 
reimbursement request or expense folder which 
corresponds to a receipt image.

3. The accountholder clicks on the Single Action Menu 
(SAM), and selects “Manage Receipts”.

4. The user clicks “Add”, selects the receipt image to 
be uploaded, and clicks “OK”.

Retrieving receipts:

1. A cardholder/manager logs into Works.

2. The cardholder/manager selects a transaction or an 
expense report to view attached receipts.

3. The user clicks on the name of the image to view the 
image.

4. The user can then print and save PDF images on 
their computer.

Simple

*
 Users can upload receipts from 

their desktop directly into 
Works. 

 Receipts can be attached to the 
transaction, reimbursement or 
expense folder.

 Additional receipts can be 
stored in the Receipt Store until 
needed. 
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Securing your Role 

• Cardholder- Payment –VS-Procurement
• Manager/supervisor- signing off on any transaction 

whether its OLR or traditional, you are verifying that you 
have reviewed the transaction, statement, 
reconciliation, and this is an approved purchase.  You 
are also verifying that all coding and back-up 
documentation is correct. 

• PA responsibilities- Following CAPP Manual
• Examples- Purchasing online instead of the eVA mall.  

Frequent over the counter purchases at non eVA 
vendors.
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Separation of Duties

• Acquiring an SPCC
• What is the process? Can a PA have a card?

• Review Process
• How many levels of review are needed/required?

• Example
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Third Party Payment Systems

• Examples – PayPal, Square, & Stripe

• Allowable, but not the preferred method of payment

• Can pay through a third party system as long as card 
information is NOT stored



11/29/201
6

10

Audits

• Receipts- Statement manipulation
• PayPal- Payment to vendor with a personal name 

instead of business name 
• Square- Payment to vendor with a personal name 

instead of business name
• Level 3 data- Look at payment details
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Audits
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Focused on card fraud prevention

• Fraud trends
• external
• internal

• Issues
• Examples
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Card fraud landscape

Card not present
fastest growing channel for fraud 

ADDRESSING CNP FRAUD  

 Enhanced fraud rules targeting 
CNP type transactions to mitigate 
fraud while allowing valid spend

 Meeting with industry partners to 
quickly identify new and emerging 
threats

 Ongoing training on industry rules 
and mandates

1) Source: Fraud Performance Benchmarking (FPB). TC40 fraud reported by Issuers and VisaNet Settlement data    

2) 2)VISA - U.S. EMV Migration Summary (Client Facing Version) June 2016

51%
of global fraud was CNP in 20151

EMV adoption increases
CNP fraud increases

75%
of BofAML U.S. commercial 
cards issued as EMV

28% 
U.S. merchants 
accept EMV2

EMV CARD 
TECHNOLOGY
Helps reduce 
counterfeit cards
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Successfully combating fraud 
ROBUST FEATURES AND TOOLS

ZERO liability for external fraud impacts

Fraud protection and monitoring

▪ Account activity alerts through SMS, email or phone

▪ Risk weighted proactive card reissuance 

▪ Notification to cardholders and administrators through email or phone

▪ Data analysis and continuous evaluation of industry trends and benchmarking 

Employee misuse insurance
Consistent North America coverage as a best practice

Program control and spend monitoring 
Exception reporting based on MCC codes

FRAUD 
PREVENTION

CARD SOLUTIONS
#1

Javelin Strategy & Research, 2016

32% less loss Q4 2015 
than industry average
bps of loss based on volume, VISA

FRAUD PREVENTION BEST PRACTICES
 Set company policies
 Review transactions and report suspicious 

transaction activity to bank immediately
 Enroll in account activity alerts
 Differentiate user names and passwords across 

platforms

 Segregate duties
 Phishing & Masquerading – provide fraud 

education 
and training

 Client level fraud review – stats/trends/specific 
client 
experiences related to fraud 
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Fraud protection and monitoring

Systemic controls
A sophisticated application authorizes only the 
transactions that clear the specific parameters you 
define for each card, including:

▪ Single transaction limits
▪ Monthly or cycle spending limits
▪ Merchant category blocks
▪ Velocity controls limiting the number of 

times a card can be used within a 
specified time period

Card production security 
features

Cards are embossed at a secure production facility 
under a dual custody process.

Early fraud detection
A scoring application automatically monitors account 
activity and alerts our security division of potential 
fraudulent activity. Cardholders are then contacted to 
verify legitimacy of transactions. Cardholders can 
report lost or stolen cards any time, day or night to

our dedicated security department.

Protection against card 
reproductions
Physical features such as holograms, embossed 
account number on front, printed account number on 
back and secure algorithms within the magnetic 
stripe further protect your cards.

In October 2015, the liability for fraudulent transactions shifted to 
the merchant. This shift encourages the industry to upgrade 

terminals, accept chip cards and enhances payment processing.
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Leading the industry fraud detection 
and resolution

Identification
Identify points of  
compromise 
through internal 
and payment 
network processes

Analysis
▪ Analyze identified 

accounts
▪ Data type exposed
▪ Fraud type

Treatment
▪ Block and reissue
▪ Ongoing monitor 

of  accounts

▪ Coordinated reissue 
with program 
administrators

▪ Proactive messaging 
informing 
cardholder of  
compromise reissue

▪ Email contact to 
cardholder

▪ Reissue compromised commercial cards without negative client experience 
▪ Allows the existing card to remain active for 30 days
▪ Reissuance process follows existing client delivery preferences

AUTOMATED CARD REISSUANCE

Outreach
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Methods to combat a changing fraud 
environment

CUSTOM FRAUD 
SCORING MODEL

▪Only uses Bank of 
America client card 
authorizations data

▪Allows fraud rules to be 
specific to Bank of 
America client base

▪ Learns and adapts to 
client spending patterns to 
minimize false positives

ENHANCED FRAUD 
DETECTION EMAIL

▪BofAML branding eliminates 
phishing concerns

▪Allows multiple email 
recipients

▪Contains reference number 
that 
will be used for 
authentication and account 
identification

▪Email sent during the 
detection review process 
versus batch processing

TWO-WAY MOBILE 
ALERTS

Allows real-time 
notifications for selected 
events
▪ Instantaneous notification 
of suspicious transactions 
via text, email, or 
automated call

▪Faster resolution of 
suspected fraud activity
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 Offer accurate contact 

information for your cardholders 

– including email address and 

phone number(s)

 Determine the best centralized 

replacement process for your 

company’s needs

 Identify established pre-

authorized debits to update with 

new account numbers

Client collaboration

Bank experts and industry 
leaders share trends, tools 
and tactics for all business 
segments through video 
vignettes, case studies, 
podcasts, and featured 

white papers.
Learn more: managing fraud risk website

Managing fraud risk website

http://baml.com/managingfraudrisk
http://baml.com/managingfraudrisk
http://corp.bankofamerica.com/business/ci/fraud-prevention
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▪ Breaching the system/network
▪ Compromising point of sale 

(POS) software
▪ Tampering with POS devices 

and  ATMs (PIN theft)
▪ Skimming

▪ Issuer contacts cardholder to 
investigate suspicious 
transactions

▪ Or, cardholder contacts issuer 
to report lost or stolen card or a 
suspicious transaction

▪ Issuer conducts a fraud 
investigation

▪ If fraud confirmed, issuer 
blocks card and lists on 
network exception file

▪ Issuer sends cardholder new 
card

Merchant/agent fails to 
comply with payment 

industry security standards.

Hackers search for 
merchants or agents with 
weak controls or known 
security vulnerabilities.

Hackers identify target and 
steal sensitive information.

Criminal manufactures 
counterfeit cards for use at retail 
stores or ATMs; fraudsters may 
use subsequent phishing attacks 
to steal information to conduct 

identity theft or CNP fraud.

Fraudulent transactions 
conducted at merchant location 
(retail, CNP, ATMs); criminals 
often target products that can be 

quickly converted to cash.

Fraudulent transactions 
identified by issuer risk 
detection systems or by 
cardholders monitoring 
their account activity.

Issuer fraud mitigation 
activities begin.

Network fraud mitigation activities
Compromise investigation/forensics

Distribution of compromised accounts
Development of fraud fighting technologies

Dispute resolution and loss recovery processes
Execution of fraud and data security compliance programs

2

3

4

1

7

6

5

Source: Visa Franchise Data Compromise Trends and Cardholder Security Best Practices October 26, 2010 Visa, Inc.

Typical data breach and fraud cycle
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Fraud servicing scenarios

▪ Outbound call to primary 
contact listed on account to 
verify activity

▪ If no answer, outbound call 
to secondary contact listed 
on the account

▪ If no answer at either 
telephone numbers or 
phone attempts can not be 
made, email sent to 
primary contacts to ask for 
a return call

▪ Following fraud confirmation, the account will be 
closed and each transaction transferred to new 
account 

▪ All transactions will appear on the new account 
number billing statement or your reporting tool

▪ Fraud will send a fraud statement to the Program 
Administrator or cardholder via email, fax or regular 
mail 

▪ Program Administrator or cardholder may be 
asked to complete Fraud Affidavit to comply with 
VISA and MasterCard regulations 

▪ Credits for individual fraud transactions will appear 
on new account for balance reconciliation 

▪ Once the credit is applied to the account, the claim 
is resolved

Call the Fraud 
department  at 866-500-
8262 or collect 509-353-
6656. 

The department is 
available 24/7 to assist 
with questions or 
verification.

Posted fraud charges 
that require credit 

Authorizations 
that need to be 

validated 

Client action
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The path forward

Payment trends and considerations

Fraud attempts will occur,
but we are focused on minimizing impacts

Continued focus on balancing fraud risk while 
maintaining the highest level of client satisfaction

Let’s work together to achieve a long-term, 
sustainable business model 

#1 IN FRAUD PREVENTION, 10 years in a row
Javelin Research, 2016
10th Annual Credit Card Issuers’ Identity Safety 
Scorecard

SERVICE QUALITY AWARD WINNERS
Visa 2015, Commercial Credit
Authorization Approval Rate, Domestic & International
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