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Virginia State Police
High Technology Crimes 

Division
High Tech Crimes Section
• 15 Special Agents

• Forensic Examinations
• Network Security Investigations
• Computer Facilitated Crimes



What you will learn
• Current trends of 

cyber attacks
• Discuss an actual 

compromise
• Best practices to 

protect yourself



Current Threats



Current Threats
• Malware 
• Business Email 

Compromise



How do compromises 
start• Phishing Attacks 

• Spear Phishing
• Customized messages to individual person
• Link to fraudulent website
• Link that downloads malware



How do compromises 
start• Phishing Attacks 

• Deceptive Phishing
• Mass messages using legitimate companies
• Tricked to entering log-on credentials 



Malware

• Trojan
• Spyware
• Backdoor
• Keyloggers
• Ransomware



Ransomware

• Encrypts or Locks 
personal files

• Encryption Key required 
to unlock

• Request payment by 
Bitcoin



WannaCry – May 2017



BadRabbit – Oct 2017



Business Email 
CompromiseEmail appears to be sent from a 

trusted source
Actually a “spoofed” message



Business Email 
CompromiseCompromises 

Email Accounts 
Calendars



BEC Case

• Small but International company
• About 10 employees

• Owner/Chairman resides in Europe
• CEO & CFO based in US
• Regularly conduct business via Wire 

Transfer
• 4-10 per week



BEC Case

• CEO or Chairman communicate prior to 
transfer of funds via Email

• CEO, CFO and Chairman must all agree 
before funds are transferred



BEC Case
• CFO has LinkedIn, Facebook accounts
• Website, Email accounts through Google



BEC Case

• March 2017 CFO receives Email he 
believes is from UPS sending him link to 
track a package





BEC Case

• Email seems legit
• Same format as previous messages
• CFO clicks on link, nothing happens





BEC Case

• Link has downloaded Malware
• Keylogger

• Criminal gained access 
• Social Media
• Business Email account



BEC Case
• Previous transactions
• Communication protocols
• Monitored current business contracts





BEC Case
• 8 days in May 2017

• 11 fraudulent wire transfers
• $ 3,765,800.00 lost 



Protecting Yourself
Phishing Attacks

• Scrutinize Email messages
• Look at the senders information
• Hover over links
• Check the URL of the website
• Don’t respond to unsolicited messages with 

personal information 







Protecting Yourself
Social Media 

• Customize your Privacy Settings 
• Limit the amount of personal information you 

post



Protecting Yourself
Social Media 

• Don’t accept friend requests from strangers
• Use strong passwords
• Remember the Internet is a public resource



Protecting Yourself
Update Software
Backup Data regularly

• Use external storage
• Flash Drives & Hard Drives



Protecting Yourself
WiFi Security
• Change the default passwords
• Ensure WPA2/AES is enabled
• Update firmware
• Turn off when not in use



Protecting Yourself
Lock your Computer
Create strong passwords
Be Skeptical
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